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Definition of Energy Risk

 Risk is the potential for an unwanted 
outcome resulting from an incident, event, or 
occurrence, as determined by its likelihood 
and the associated consequences:

Risk = function(threat, vulnerability, 
consequence)
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Threat is the likelihood of a disruption or attack 
on the asset. 

Vulnerability is a physical feature or operational 
attribute that renders an entity open to 
exploitation or susceptible to a given hazard.

Consequence is the effect of an event, incident, 
or occurrence.

 Energy risk accounts for the 
three interrelated energy 
segments: electricity, 
petroleum, and natural gas. 



Example Energy Risk Template for East Coast
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Example Energy Risk Template for Alabama 
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URL: http://energy.gov/oe/state-energy-risk-assessment-initiative-state-energy-risk-profiles



PADDs

 Petroleum Administration 
for Defense Districts (PADDs) 
are geographic aggregations 
of the 50 States and the 
District of Columbia into five 
districts: 

− PADD 1 is the East Coast

− PADD 2 - Midwest 

− PADD 3 - Gulf Coast

− PADD 4 - Rocky 
Mountain Region

− PADD 5 - West Coast

 Energy risk data shown in 
this presentation provided at 
the PADD-level 
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What Natural Disasters Cause the Most Damage?

 Data from NOAA Storm 
Events Database analyzed for 
1986 to 2014.

 Property Damage values from 
previous years escalated to 
current year dollars using 
GDP deflator. 

− GDP deflator is a 
measure of price 
inflation. 
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 Above ranking reflects the significance of extreme weather events, such as:

− The New England Flood of October 1996 and Mid-Atlantic United States flood 
of 2006 (PADD 1). 

− The Great Flood of 1993 and the 2011 Mississippi River floods (PADD 2). 

− Hurricanes Ivan, Katrina, Rita, etc. in the Gulf Coast (PADD 3). 

− Hail storms in Colorado and Wyoming (PADD 4). 

− California wildfires of October 2007 (PADD 5)



What Hazards Posed the Greatest Threats to the 
Electric Transmission Grid?

 NERC “System 
Disturbance Report” 
data was analyzed to 
determine the most-
likely causes of electric 
transmission – related 
outages.

 Total of 941 events 
from 1992 to 2009.

 Each region appears to be vulnerable to different hazards. 

 Greatest impact to PADD 1 (East Coast) and PADD 3 (Gulf Coast) due to hurricanes.

 PADD 2 (Midwest) subject to extreme weather such as storm and high winds.

 Transmission line faults or overloads most-significant threat in PADD 4 (Rocky 
Mountain) and PADD 5 (West Coast), due to major transmission paths with high 
congestion.
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What are the Major Threats to Electric Distribution? 

 Data indicates that 90% of 
customer outage-minutes are due 
to events which affect local 
distribution systems. 

 Top-five causes vary by PADD, with 
weather events predominating for 
PADDs 1 to 4 - most power outages 
are caused by damage from trees 
and tree limbs falling on local 
electricity distribution lines and 
poles. 

 Faulty equipment / human error 
tops the list for PADD 5.
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 “Unknown” events include those with “multiple initiating” causes.

 Outages are also caused by vehicles driving into components of the electric 
system. 



Data on Electric Distribution Outages 
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 According to data from the U.S. DOE and the 
North American Electric Reliability Corporation, 
the U.S. power grid has the most customer 
outage minutes per year for its economic size:

− Typically 2 to 3 thousand power outages 
annually

− Between 14 to 42 million people affected 

 East Coast topped the list with the most affected 
electric customers, followed by Midwest and 
West Coast:

− Apparently due to combined effects of 
Hurricane Irene and Superstorm Sandy. 

 Peak outage season for PADDs 1 to 3 
occurs during the summer:

− Due to potential for severe weather 
during the summer 

− Peak for PADDs 4 and 5 occurs during 
the fall-winter seasons



Data on Electric Distribution Outages by FEMA Region 
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What are the Major Threats to Petroleum Transport? 
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 Outside Force damage results 
from some external force such as 
excavation activities (“third-party” 
damage). 

 Natural Force Damage occurs as a 
result of naturally occurring 
events such as flooding, 
earthquakes, and lightning.

 Collision / Rollover is a type of 
vehicle accident in which a vehicle 
tips over onto its side or roof. 

 Miscellaneous / Unknown denotes 
incidents in which the cause is 
unknown or has multiple causes 
(e.g., Collision / Rollover with 
Corrosion). 



Pipeline Transport of Crude and Petroleum

 More miles of 
pipeline generally 
results in more 
incidents – due to 
“third party” 
damage

 Unit failure rate 
(incidents per mile 
of pipeline) higher 
for crude versus 
refined – higher 
corrosion with crude

 Higher economic 
loss in PADD 2 due 
to Kalamazoo River 
crude oil spill in July 
2010 13



Causes of Petroleum Refinery Disruptions 
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 Similar causes for petroleum refinery disruption observed throughout the U.S. 

 The U.S. Gulf Coast (PADD 3) has some of the world's most sophisticated refineries –
contains much equipment that can fail  

 A turnaround is a planned break in production so that maintenance may be 
performed - most refineries go through a turnaround every three to five years



Petroleum Refinery Incidents
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 Data collected from DOE-
OE “Energy Assurance 
Daily” on petroleum 
refinery outages – planned 
and unplanned

 Typically between 600 to 
700 refinery incidents per 
year

 Highest recent number of 
refinery incidents occurred 
in 2013 (nearly 1,300)

 PADD 3 generally has the most incidents – but also the most refineries

 Average production losses less than 10% of PADD refining capacity for PADDs 1, 2, 
and 4 – these regions contain the least number of refineries

 Impact of refinery outages on product supplies depends on many factors – loss of a 
single refinery can lead to price spikes



What are the Major Threats to Natural Gas 
Transport? 

 Outside Force damage is generally the primary cause of disruption to 
the natural gas pipeline network.

 Natural Forces such as flooding and lightning is also a major cause.

 Corrosion of natural gas pipelines is less of a concern compared with 
petroleum pipelines. 
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Natural Gas Pipeline Incidents
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 DOT/PHMSA data 
available on 
natural gas 
pipeline accidents 
and their causes.

 Unit failure rate 
(incidents per mile 
of pipeline) similar 
for transmission 
and distribution 

 Higher economic 
losses in Gulf Coast 
region due to high 
pipeline density in 
this region. 



Conclusions 
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 Regional profiles present most common threats and outages impacting 
energy infrastructure:  
− Based on Energy Risk Profiles developed for 50 States and District of 

Columbia. 

 The energy sector in the various regions of the U.S. face different threats 
and hazards: 
− The East and Gulf Coasts (PADDs 1 and 3) historically disrupted by 

hurricanes and associated severe weather conditions. 
− Hazards affecting the Midwest (PADD 2) include storms, floods, and 

other forms of extreme weather. 
− Thunderstorms and lightning have a major impact on the Rocky 

Mountain States (PADD 4) and West Coast (PADD 5).

 Sufficient historical data exists to estimate the likelihood and impacts of 
disruptions to energy sector components:
− One very useful source is the DOE-OE “Energy Assurance Daily”



Thank you very much!

We look forward to your questions and 

comments!
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