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Structure & Authorities

• Energy Sector Situational 
Awareness

• Situational Analysis

• Energy Sector Exercises
• SLTT Energy Assurance 
• SSA Responsibilities
• Risk & Hazards Analysis
• International & Defense
• Cyber Preparedness

• Emergency Response
• Cyber Incident Coordination

Preparedness & Exercises Response & Recovery

Natural hazards
Cyber attack

Physical attack
EMP
GMD

Sector Specific Agency
• PPD-8: Preparedness 
• PPD-21: Infrastructure
• PPD-41: Cyber 
• FAST Act

Coordination with Interagency, Industry, Regional, State, Local, Tribal, and Territorial Partners 

• DOE is Coordinating Agency for Emergency Support Function (ESF) #12 and the 
Sector Specific Agency (SSA) for energy

• Within DOE, ESF #12 and SSA responsibilities are lead by the Office 
Cybersecurity, Energy Security, and Emergency Response (CESER)

Emergency Support Function #12 
• National Response Framework
• Stafford Act
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• Facilitates the restoration of damaged energy systems
• Coordinates with federal, state and local agencies and 

other ESF’s 
• Provides technical expertise at Federal, State, and 

regional levels
• Assists in overcoming barriers and challenges to 

restoration
• Collects, evaluates, and shares energy sector 

information and visualizations

ESF #12 Essential Functions
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•Physically repair or rebuild the grid
•Determine priority restoration of electricity
•Prioritize fuel distribution

ESF #12 Does not Typically
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• Pre-Storm Regional Overview
• Primer to provide an overview of fuel supply chain in a given 

region, major utility companies, status of mutual assistance, 
and other relevant factors

• Situations Reports
• Comprehensive overview on the status of the energy sector 

during an incident
• DOE produces both an Official Use Only and public version

• Predictive Power Outage Estimates
• Based on Argonne National Lab HEADOUT model, provides 

estimate of peak customer outages within the 72-hour forecast
• Imagery, Flood Detection, & Damage Assessments

• Provide post-incident imagery and flood detection around key 
energy assets and working towards automated damage 
detection

• EAGLE-I
• Provides near-real time power outage information and 

platform for DOE’s situational awareness products

Reports, Products, and Tools
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Examples: Situation Reports & Outage Estimates
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EAGLE-I Dashboard
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EAGLE-I National Outage Map
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Mapping Hazards & Infrastructure
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Flood Detection
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Flood Modeling
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Current & Future Development Efforts

• Enhanced predictive electricity outage model
• Additional variables
• Infrastructure at risk
• Predicted restoration times 
• Additional types of severe weather

• Enhanced imagery-based rapid damage 
assessment of energy infrastructure

• Oil and Natura Gas Sector Status
• Retail fuel station availability
• Modeling retail fuel station demand during incident

• Modeling impacts of other hazards
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Questions?


